* Privacy-preserving technignes like Differential Privacy and Secure Multi-Party Compntation;

* Encryption methods like Homomaorplic Encryption;

x Driving style definition with driver’s patterns recognition;

x Development of Android app for custoinized services. based on driving style;

* Firmware analysis to exploit vulnerabilities.

Research Fellow at AUTO-ID LAB Cambridge, Massachuscetts, USA
Massachusetts Institute of Techuology (MIT) August 2023 - Decemnber 2023
— Research on V2X communications to enhance security and data privacy. Specitically, within a US carmaker’s

project, our goal was to analyze the vehicular authentication process to exploit possible future trends and solutions.

PUBLICATIONS BY YEAR

o« 2024
— Journal
1. M. De Vincenzi, G. Costantino, I. Matteucci, F. Fenzl. C. Plappert, R. Rieke, and D. Zelle,
“A Systematic Review on Security Attacks and Countermeasures in Automotive
Ethernet”, ACM Comyput. Surv., vol. 56, no. 6, Jan. 2024, 1ssN: 0360-0300
« 2023
— Journal
1. G. Costantino, M. De Vincenzi, F. Martinelli, and 1. Matteucei, “A Privacy-Preserving Solu-

tion for Intelligent Transportation Systems: Private Driver DNA”, [EEE Transactions
on Intelligent Transportation Systems. vol. 24, no. 1, pp. 258-273, 2023

— Conference and Workshop

1.

[

M. De Vincenzi, C. Bodel, and 1. Mattcucel. “Securing Automotive Ethernet: Design and
Implementation of Security Data Link Solutions”, in 2027 20th ACS/IEEE International
Conference on Computer Systerns and Applications (AICCSA), 2023, pp. 1-9

. C. Bodei, G. Costantino, M. De Vineenzi, I. Matteucci, and A. Monreale, “Data Collection

in Automotive: A Deep Analysis of Carmakers’ Mobile App Privacy Policies™, in
2023 IEEE 26th International Conference on Intelligent Transportation Systems (ITSC), 2023,
pp. 425132

3. M. De Vincenzi, I. Matteucci, F. Martinelli, and S. Schastio, “Application of Secure Two-

Party Computation in a Privacy-Preserving Android App”, in Procecdings of the 18th
International Conference on Availability, Reliability and Security, ARES 2028, Benevento. Italy.
29 August 2023- 1 September 2023, ACN, 2023, 144 1-14:1:7

C. Bodei, M. De Vincenzi, and I. Matteucci, “From Hardware-Functional to Software-
Defined Vehicles and their Security Issues”, in 21st [EEE International Conference on
Industrial Informatics, INDIN 2023, Lemgo, Germany, July 18-20. 2023, IEEE, 2023, pp. 1-10

. G. Costantino, M. De Vincenzi, F. Martinelli, and I. Matteucei, “Electric Vehicle Security

and Privacy: A Comparative Analysis of Charging Methods”, in 97th IEEE Vehicular
Technology Conference, VTC Spring 2023, Florence, llaly, June 20-23, 2023, IEEE, 2023, pp. 1~

P~

{
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G. C. Bodei, G. Costantino, M. De Vineenzi, 1. Matteucei, and A. Monreale, *Vehicle Data
Collection: A Privacy Policy Analysis and Comparison”, in Proceedings of the 9th In-
ternational Conference on Informmation Systems Security and Privacy. [CISSP 2023, Lisbon.
Portugal, February 22-24, 2023, P. Nori, G. Lenzini, and S, Furnell, Eds., SciTcePress, 2023,
pp. 626-633

— Informal and Other Publications

1. D. Albanese, G. Crincoli, M. De Vincenzi, G. Tadarola, F. Martinelli, I. Matteucci, and P. Mori,
“Privacy-Preserving Data Sharing for Collaborative Analytics in Multi-Modal Trans-
portation Systems”. ERCIM News, vol. 2023, no. 133, 2023

2. F. Fenzl, C. Plappert, R. Ricke, D. Zelle, G. Costantino, M. De Vincenzi, and 1. Matteueel, ~Col-
laborative Security Patterns for Automotive Electrical/Electronic Architectures”. in
Collaborative Approaches for Cyber Security in Cyber-Physicel Systems, T. Dimitrakos, J. Lopez,
and F. Martinelli, IEds. Chain: Springer Interuational Publishing, 2023, pp. 63-97. 1SBN: 978-3-
031-16088-2

o 2022

— Journal

1. G. Costantino, M. De Vincenzi, and I. Matteucci, "In-Depth Exploration of ISO/SAE
21434 and Its Correlations with Existing Standards”, [EEE Commun. Stand. Mag.,
vol. 6, no. 1, pp. 84-92, 2022

— Conference and Workshop

1. M. De Vincenzi, *“DRIVES: Android App for Automotive Customized Services”, in

19th IEEE/ACS International Conferenee on Computer Systems and Applications, AICCSA

2022, Abu Dhabi. United Arab Emirates, December 5-8, 2022, IEEE, 2022, pp. 1-8

G. Costantino, M. De Vincenzi, and I. Matteucci, *A Comparative Analysis of UNECE

WP.29 R155 and ISO/SAE 21434", in [EEE Furopcan Symposium on Security and Privacy,

EuroS€P 2022 - Workshops, Genoa, Italy, June 6-10, 2022. IEEE, 2022, pp. 340-347

3. C. Plappert, F. Fenzl, R. R. G. Costantino, M. De Vincenzi, and 1. Matteucei, “SECPAT:
Security Patterns for Resilient Automotive E/E Architectures™. in 2022 30th Euronvicio
International Conference on Parallel. Distributed and Network-Based Processing (PDP), Mar.
2022, pp. 255-264

o

« 2021

— Conference and Workshop

1. G. Bella, P. Biondi, M. De Vincenzi, and G. Tudisco, “Privacy and modern cars through a
dual lens”, in I[EEE European Symposiuin on Sccurity and Privacy Workshops, EuroSEP 2021,
Vienna, Austria, September 0-10, 2021, IEEE, 2021, pp. 136-143

TEACHING

¢« Cybersecurity Instructor at Experis/Manpower Group 2022
Lessons on Automotive Cybersecurity, in particular. comnmnunication protocol like CAN and Automotive Ethernet. and
cybersecurity standards and regulations like ISO/SAFE 213 or UNECE R155.

KNOWLEDGE AND SKILLS

o (Computer Skills:
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— Seecurity: Confidentiality and Data Integrity, [dentity Management, Iirewall Configuration, Intrusion Detection
System, Antivirus, SQL injection;

— DPrivacy: Differential Privacy, Sccure Two and Multi-Party Computation;

— Operating systems: Unix-like (Ubuntu, Debian, Kali Linux), Windows:

— Office suites: Microsoft Office, G Suite;

— Presentations and Spreadsheets: LaTex, Excel, Google Spreadsheets;

— Langnages: Python (e.g. Numpy, Pandas, Seaborn, Scikit-learn; NLTK)., Java, C, R, II'TML, SQL:
— Machine Learning: Neural Networks, SV M:

— Business Processes Modelling: Petri Net:

— DWH design: conceptual model DN multidimensional relational model:

— Networking: wired and wireless commmunication, TCP/IP Protocols, Encrypted Protocols: SSL/TLS;
— ETIL Process;

CAD-CAM Software.

LANGUAGES

= Grade: Al/A2: Basic User - B1/B2: Intermediate User - C'L/C2: Advanced User. Common European Framework for
Languages (CEFR)

Language Listening Reading | Speaking Writing

Italian Mother tongue

English C1 1 1 C1

French B1 B2 B1 A2

Chinese Al Al, - Al Al
HSK1 Certificate, date: 18/03/2023

PROJECTS
E-Corridor European Union
Project consortium - 15 Furopean partners across b countrics 2021-2023

— Description: E-Corridor aimed at providing a flexible, sccure, and privacy-aware framework allowing confidential.
distributed, and edge-cnabled security services, like threat analysis and prevention as well as privacy-aware seam-
less access. in multimodal transport systems. E-Corridor was a Buropean project with a consortinm comprising
15 European partners across 5 countries;

— Ouwr activity: At the CNR, we developed an Android app to which drivers can connect their vehicles and get
rewarded for their virtuous driving style. In particular. onr app collects vehicle's data from the OBD-11 port, it
stores data in the European project inlrastructure, E-Corridor, it computes a driving style profile, called Driver
DNA, and it provides users personalized services like a price discount, based on their driving profiles.

Conceptualising Secure Cars (COSCA) European Union
University of Catania / CNR / University of Modena and Reggio Emilia 2020- 2021

— Description: COSCA outputted a conceptual Framework for car security, drivers” privacy, and trust enhancement.
thus orienting the Next Generation Internet at its core. COSCA was a European project selected in the 12020
competitive selection N° 8256618 - NG TRUST 2nd Open Call - 2019002, The project. was carried out. by the
University of Catania. CNR of Pisa aud the University of Modena and Reggio. In particular, CNR oversaw
objective 2 thal was related 1o the classification ol types of data treated by modern car manufacturers:
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— Our activity: At the CNR, we provided an analysis of carmakers’ privacy-policy documents to create a possible

classification of the categories of collected data for the automotive domain. From the privacy-policy dociments.

using text mining techniques, we tried to understand which data are collected, where, how. and how loug are
stored.  As an additional rescarch point, we presented a correlation analysis on the data category to highlight
whether there exist carmakers that collect the same categories, creating clusters of data collection.

EXTRACURRICULAR ACTIVITIES

o Aember al the Ialian National Bar Engineer Register 2021-Current
Section A - Ingegneria dell Informazione.

o Board Member August 2023-Current
Visiting Student Association MIT VISTA.

A
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