


 

thesis is built around three main objectives. The first goal was to develop a scalable framework for distributed 
and federated learning that utilizes an in-network caching mechanism with Apache Kafka to improve 
communication efficiency between clients and servers. This work also includes the novel client selection process 
that reduces bottlenecks, manages communication costs, and optimizes the overall use of computing resources.  
This system is developed using Pytorch, Python, Kafka Python and Zookeeper. The second goal focuses on 
the development of distributed algorithms for applications such as emotion or stress recognition of drivers, by 
incorporating cross-modal knowledge distillation into the federated learning paradigm.  This process involves 
the transfer of knowledge from a sensor domain to a visual domain on a resource-constrained device, 
optimizing bandwidth utilization and accelerating the federated learning process. In the development of these 
emotion recognition systems Tensorflow, keras, Python and its libraries such as Numpy, SciKit and Pandas 
are used. This work also includes the development of the Artificial Intelligence as a Service (AIaaS) toolkit, 
which consists of a driving session simulated by the CARLA software, an MQTT broker which is used to 
publish the driver’s facial features and sensor data. A programming tool called Node-Red is used for connecting 
hardware devices and retrieving the data from the MQTT broker and storing it in the Influx DB database. A 
visual tool called Grafana is configured to retrieve the data from Influx DB for graphical visualization and 
record the driver’s synchronized facial features and sensor readings for real-time monitoring. The dissertation 
also addresses the challenges of scarcity and missing data in federated models by using generative models to 
create synthetic samples and fill gaps in datasets. These generative models effectively capture the underlying 
data structures and generate missing values, thereby increasing the resilience of the federated model. 
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Abstract: In a master’s thesis, real automotive scenarios were tested using APU1D embedded boards that 
integrated the IEEE 802.11p protocol (an automotive version of” WIFI”). These boards acted as on- board units 
in an electric vehicle provided for the study. The main objective was to evaluate an open implementation of 
IEEE 802.11p, specifically to investigate performance in real-world environments, with particular attention to 
key performance indicators such as latency and throughput. For data collection, a GPS (global positioning 
system) device was used to measure the speed and distance of the vehicle, while engine RPM (Revolutions Per 
Minute) values were obtained via the vehicle’s CAN (Controller Area Network) interface. These RPM values 
were used to estimate the vehicle speed in real time by combining GPS and CAN data and applying various 
speed filtering techniques, as direct speed information was not readily available via CAN.  The aim of the 
research was to analyze the system performance and identify the strengths and potential issues relevant to real-
world mobility scenario. 
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H2020 research program GA n. 871385 in which I was responsible for developing Customer Premise 
Equipment (CPE) to emulate the network parameters in Federated Learning scenario. I also participated 
in developing the AIaaS (Artificial Intelligence as a Service) toolkit. The toolkit is used to assess the 
driver’s stress level by using facial features and body sensor data (Ref:Conference Proceedings [3]). 
The development of the toolkit involved the following activities: 
- Capturing facial expression features and body sensor data from a driver using OpenFace and 

Shimmer frameworks respectively. 
- Configuring the Message Queuing Telemetry Transport (MQTT) broker and publishing the facial 

features and body sensor data to the broker. 
- Configuring Node-Red and Influx DB. Node-Red retrieves data from the MQTT broker and 

deposits the data into the Influx DB database. KAFKA could also be used instead of MQTT. 
- Configuring Grafana, a visual tool that retrieves data from Influx DB for graphical visualization.  
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the Satellite Network of Experts (SatNEx) which is a Telecommunications and Integrated Applications 
(TIA) agency. We developed a Machine Learning (ML) based online traffic classification model (Ref. 
Conference and Proceedings [6]). The model was developed using ML classifiers, Decision Trees, 
Random Forest, and Neural Networks. 
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 A comprehensive system for federated learning in IoT is created that optimizes communication 
efficiency with Kafka. It is tailored to resource-constrained devices, employing multimodal 
classification and improves the resilience of models through generative neural networks.  
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